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Migrating to Cloud 

•Security 

•Workplace changes 

•Return on investment 

•Trusting the cloud 

•How to? 

•Security! 

Top Concerns 
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Migrating Applications from On-Premises to Cloud 

• Agenda 

– Why migrate to the cloud? 

– What are the options for migrating? 

– How to migrate? 

 

Security needs to be an integral part of every step in the migration 
process 



Copyright © 2015, Oracle and/or its affiliates. All rights reserved.   

On-Premise to Cloud: Why? 

Reduce Cost 

Improve 

Scalability 

Enhance 

Agility 

No on-prem 
equipment 

Manage 
apps, not 

infra 

 

Economies of  

Scale 
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Private 

Deployment Model 

Public 

Hybrid 

Applications 

Platform 

Service Model 

Infrastructure 

(SaaS) 

(PaaS) 

(IaaS) 

What are the options for migrating? 
Multiple Types of Clouds 
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What are the options: Service Models 

From VentureBeat -- November 14, 2011 -- "Cloud 101: What the heck do IaaS, PaaS and Saas companies do?" -- Click for Article 

http://venturebeat.com/2011/11/14/cloud-iaas-paas-saas/
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What are the options: Service Models 

   

 

 

 

 

IaaS 

Deployment Model 

PaaS 

SaaS 

On-
Premise 

Java, DB apps 

Java (jar, war, ear) files: 

migrated from on-prem to cloud  

– no code changes! 

Cloud 
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What are the Options:  
Infrastructure-as-a-Service 

•Each cloud/region contains multiple zones 

•Each zone houses multiple physical machines 

•Each physical machine is segmented to 

• multiple instances (VMs) 



Copyright © 2015, Oracle and/or its affiliates. All rights reserved.   

Infrastructure-as-a-Service:  A look inside 

Virtual machines in the cloud 

Comparison of deployments: 

(a) hypervisor 

(b) container-based 

 

Enables 
multi-

tenancy! 
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What are the options: Platform-as-a-Service 

Includes: 
– Java / Application Server 

– Database 

– Document service 

– SOA and Businees Process service 

– Identity service 

– Business Intelligence service 

– etc. 
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Java Cloud Service 
Your platform for running business applications in the cloud 

• Self-service application platform with advanced 
cloud tools 

• Save time and cost with simplified provisioning 

• Reduce down time: automated patching, 
backup, recovery  

• Increase data and processing capacity on 
demand to scale for new business needs 

• Optionally enable Oracle Coherence for caching 
and data grid functions and Oracle Traffic 
Director for load balancing 

• Pre-configured for Database and Developer 
Cloud Services for complete cloud application 
management 

JAVA CLOUD 
SERVICE 

Key Oracle Cloud 
component 
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Java Cloud Service Main Use Cases 

Dev/Test in the Cloud New App Development Strategic Outsourcing 

Recapture 

Migrate Apps to Cloud 
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Java Cloud Service: Application Migration to Cloud 
Lift-and-shift your apps 

• Lower cost – no data centers 

• Easy, fast scalability to meet growing 
needs 

• Reduce ongoing management cost with 
OOTB tooling for production class 
operations – backup, restore, manage, 
monitor, scale, patch 

• Standardization and consolidation 

• Flexibility to move back to on-premise with 
Exalogic 

• Same platform you use on-premises & 
REST APIs for easy migration 
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PaaS and multi-tenancy 

The multitenant 
architecture enables an Oracle 
database to function as 
a multitenant container database 
(CDB) that includes zero, one, or 
many customer-created pluggable 
databases (PDBs). 

https://docs.oracle.com/database/121/CNCPT/glossary.htm
https://docs.oracle.com/database/121/CNCPT/glossary.htm
https://docs.oracle.com/database/121/CNCPT/glossary.htm
https://docs.oracle.com/database/121/CNCPT/glossary.htm
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How to migrate:  Infrastructure-as-a-Service 

1.  Procure the cloud environment 
• Virtual machines within and across zones, firewall/port restriction, storage 

• OS should be similar to On-prem (install requisite packages) 

2. Move application to cloud 
 - reinstall aplication and all dependencies on cloud instances 

 - export/import services and data 

3. Load / run the application on cloud 

  - Access the application (via url) 

4. Switch users from On-Premises to Cloud 

 - quiesce the On-Premises system 
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How to migrate:  Platform-as-a-Service 

1. Procure the cloud environment 
• Choose database configuration, application server topology, storage capacity 

2. Move application to cloud 

 a. Migrate the database  (unplug / plug) 

 b. Migrate the J2EE environment (Data sources, JMS queues, etc.) 

 c. Migrate the code (deploy ear, war files) 

3. Load / run the application on cloud 

  - Access the application (via url) 

4. Switch users from On-Premises to Cloud 

 - quiesce the On-Premises system 
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How to Migration Enterprise Deployments: 
High Availability 

• High availability refers to the ability of users to access a 
system without loss of service.  

• Deploying a high availability system minimizes the time 
when the system is down, or unavailable and maximizes the 
time when it is running, or available.  

• Typical HA solutions: 
– Auto-restart 

– Active-Active 

– Active-Passive 

– Disaster Recovery / Multi-Data Center 
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Migration for Enterprise Deployments: 
High Availability Active-Active for On-Premise 

 

 

 

The load balancer receives requests from users and 
forwards them on to the connected Oracle HTTP Servers.  

Process Failure 

If an HTTP Server (OHS) process fails, the system 
automatically restarts the process. 

Node Failure 

If an entire node fails, the load balancer in front of the 
HTTP Server sends a request to another HTTP Server if 

the first one does not respond, or is determined to be 
failed through URL pings. 

J2EE Server Failure 

In a high availability deployment, J2EE managed servers 
are part of a cluster. If one of the managed servers fails, 
the http server automatically redirects requests to one of 

the active cluster members. If the application stores state, 
state replication is enabled within the cluster, which allows 
redirected requests access to the same state information. 
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Migration for Enterprise Deployments: 
High Availability Active-Active for Cloud 

 

 

 

At least one of each component 
(load balancer, app server, 
database) should be placed in at 
least 2 Zones 

An zone is typically a single-site 
cloud with equipment fed by 
separate power supplies. 

Each region is in a geographically 
separate location 
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How to migrate Enterprise Deployments: 
Security and Privacy 

• Security is a top concern for migrating to cloud 

• Risks include: 

–Compromise or unauthorized modification of cloud-resident 
data 

• Side-channel attack 

•Denial-of-service attacks 

–Stealing user credentials 

• Remediations include: 

–Machine, OS, firewalls 

–Identity Management 

• Two-factor authentication (2FA) 
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Migration for Enterprise Deployments: 
Security and Privacy: Other options 

• Leverage a “hybrid” cloud 
– Public cloud for non-sensitive data 

or compute functions 

– Private cloud for company-sensitive 
data 

 

• Dev and test in cloud; deploy 
on-premises 

 

 

 

 

Public 
Cloud 

Data 
center 

Private 
Cloud 
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*Source: Computerworld Strategic Marketing Services, February-March 2014 Cloud Survey 

**Source: GigaOM Research and VC North Bridge 

Cloud is 
Mainstream 

• Using Cloud today  
or will be in Two Years 

84% 

Top Cloud 
Benefits 

• Greater Agility 

• Lower Cost 

• Better Resource Utilization 

>80% 

PaaS 

Growing Rapidly 

• Will adopt PaaS within Five Years 

~90% 

Cloud Adoption: On Fire! 



Copyright © 2015, Oracle and/or its affiliates. All rights reserved.   


